IDPH Security Update Utility Instructions

You will need to have Admin Permissions in order to use this Utility
1. Copy the IDPH.Security.Update.Utility.exe to your desktop

2. Double click on the Icon

|IDPH.5ecuri...

3. You will get a warning pop up about User Access Control. Click on “Yes”

4. The screen below will appear if you need the additional updates, precede to Step 6. If you click
on the Details Link it will explain what the utility is updating.

- IDPH Application Securi

irechnulugl.r standards are always evelving, and there is a change to a
standard governing data encryption that is happening in June, 2018.

TLS is a standard which enahles creating a secure connection between
computers on a network. A weakness has been found in the early
versions of TLS (version 1.0 and 1.1). This vulnerability can be used to
compromise the security of data that is exchanged on a network. For this

reason, the early versions of TLS should no longer be used oz ogarinuand

This utility will help prepare your computer and applications that use
NETFramework 4.0 to use the newer security. If you have any questions
contact your IT support or your IDPH program contact.

':dﬁ' NET Framework 4.0 is ready for enhanced security

NET Framework 4.0 enhanced securnty is not enabled

Enable enhanced security Details

Reevaluate




5. The screen below will appear if your machine has the additional .Net updates. You do not need
to precede any further. STOP HERE
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Technology standards are always evelving, and there is a changeto a
standard governing data encryption that is happening in June, 2018.

TL% is a standard which enables creating a secure connection between
computers on a network. A weakness has been found in the early
versions of TLS (version 1.0 and 1.1). This vulnerability can be used to
compromise the security of data that is exchanged on a network. For this
reason, the early versions of TLS should no longer be used
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This utility will help prepare your computer and applications that use
_NETFramework 4.0 to use the newer security. If you have any questions
contact your IT support or your IDPH program contact.

1 |d -.NET Framework 4.0 is ready for enhanced secunty

|d -NET Framework 4_0 enhanced secunty is enabled

6. If you would like to install the updates, click “Enable enhanced Security” Link
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f[echnulug',r standards are always evolving, and there is a changeto a
standard governing data encryption that is happening in June, 2018.

TLS is a standard which enables creating a secure connection between
computers on a network. & weakness has been found in the early
versions of TLS (version 1.0 and 1.1). This vulnerability can be used to
compromise the security of data that is exchanged on a network. For this

reason, the early versions of TLS should no longer be used o Diopartmant

This utility will help prepare your computer and applications that use
_NETFramewark 4.0 to use the newer security. If you have any questions
contact your IT support or your IDPH program contact.
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I‘d -.NET Framework 4.0 is ready for enhanced security

(@) -NET Framework 4.0 enhanced security is not enabled

Enable enhanced security Details




7. Click “Yes” on the screen below.
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. Enabling enhanced security requires changes to the Windows registry
L‘ﬁ which may effect other applications.

Please contact your IT support if you have any questions.

| Do you wish to continue and make these changes?

| -

8. Click “OK on the next screen
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Enhanced security enabled.
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9. The next screen will appear to show the changes have been made.

[~ IDPH Application Security Updat

Technology standards are always evelving, and there is a change to a
standard governing data encryption that is happening in June, 2018.

TLS is a standard which enables creating a secure connection between
computers on a network. A weakness has been found in the early
versions of TLS (version 1.0 and 1.1). This vulnerahility can be used to
compromise the security of data that is exchanged on a network. For this

reason, the early versions of TLS should no longer be used o2 Digarimend

This utility will help prepare your computer and applications that use
_NETFramework 4.0 to use the newer security. If you have any questions
cantact your IT support or your IDPH program contact.

-NET Framework 4.0 is ready for enhanced security

(\‘Q NET Framework 4_0 enhanced secunty is enabled




